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Facebook Malvertising
Epidemic

In part one of our look at SYSO1 Malvertising campaign, we looked at how threat
actors have been utilizing Facebook advertising to propagate information
stealing and account takeover malware. In that report, we went over some of the
in-depth technical analysis on how that SYS01 malware operates. While SYSO01
is not a new campaign, we have seen significant evolution of the malware to
conduct different goals with new TTPs.

In this report on the campaign, we will go over some of the changes that have been implemented into the malware, and

some similarities to another campaign that Trustwave has previously uncovered. As the threat actors behind the SYS01
campaign have continued to modify their malware to meet new objectives, we expect further development and changes.

SYSO01 Timeline

The timeline shown below traces the important events in the development of the SYS01 malware. This was created to
highlight the progression of the malware and aid in the tracking of future malvertising campaigns of SYSO1. It highlights
the discovery of SYS01 in October 2022 and significant research findings, such as the introduction of the SYSO01 alias,
distinguishing it from Ducktail, and its attribution to Vietnamese threat actors. The timeline also shows an earlier campaign
of the malware and its latest iteration, which utilizes lonCube.

October 2022 November 2022 March 2023
Zscaler introduced a new A different malware, also Morphisec introduces the
PHP variant of the Ducktail written in PHP and SYSO01 alias.
malware, which has “SYS01” featuring the "SYS01" tag,
in its configuration. was identified and named
"Agent PHP".
August 2023 April 2023 April 2023

Zscaler attributes these
activities to Vietnamese
threat actors.

!

April 2024

Binary Defense gives a new
alias, MalSync, to the new
variant which includes a
decoded lonCube v11.

Guardio Labs tracks a
Malverposting campaign,
estimating it has resulted

in over 500,000
infections globally.

WhoisXML API attempts
to distinguish Ducktail
from SYSO1.



https://www.trustwave.com/en-us/resources/library/documents/facebook-malvertising-epidemic-unraveling-a-persistent-threat-sys01/

Updates to SYS01 Capabilities

The SYSO01 malware exhibits a set of default functionalities, as outlined below.

Functin——Joosepion

getTask Creates a URL pattern to identify the victim uniquely

getMac Generates a unique machine ID of the victim and stores it in %localappdata%\Packages\m.txt
getlgnoreSSL Creates HTTP GET request to a specified URL while ignoring SSL certificate verification

readDirs Retrieves Browser profiles from a specified data path

deleteAllFolder Deletes all the files and folders where malware copied the stolen information

Xxcopy Responsible for recursively copying files and directories from a source location to a destination with

0755 permission. 0755 typically represents read, write, and execute for the owner, and read and
execute for group and others.

sendToEndPoint Send data to an endpoint using a POST request
parseChromium Extracts details of Chromium browser
parseMoz Extracts details of Mozilla browser

Nonetheless, our investigation has unveiled numerous updates in the newer iterations of SYSO1.
The features listed below are exclusively accessible in the most recent version of SYSO1.

Defense Evasion via WMIC

The latest variant of SYS01 script employs a strategic approach to evade detection by retrieval
of the system’s hardware configuration using WMIC (Windows Management Instrumentation
Command-line).

The code initializes variables for the endpoint URL and machine identifier and attempts to retrieve
GPU information using the “wmic” command. It then checks for specific GPU manufacturer
keywords such as Intel, AMD, Nvidia, etc., to determine if the system has a recognized GPU. If no
recognized GPU is found, it attempts to retrieve CPU information using the same method.

wmic path win32_VideoController get name

wmic CPU get NAME



Figure 1. Identification of Win32_VideoController using WMI.

Collection using Teracopy

The PHP function makeTeracopyService() facilitates the automated setup of the TeraCopy
service on Windows systems. TeraCopy is a Windows utility used to enhance file copying
efficiency and security. It offers faster transfers while ensuring file integrity through verification.

It begins by initializing variables for the VBScript filename (copyservice.vbs) and the command
to execute the VBScript using wscript.exe. Subsequently, the function queries the status of the
TeraCopy service to determine if it is currently running:

sc query TeraCopyService

If the service is not running, the function proceeds to create and start it. This involves generating
VBScript content responsible for service creation. This content utilizes ShellExecute to execute
commands in Command Prompt. Specifically, the command creates the service with the specified
binary path (binPath) pointing to the TeraCopy executable file and sets it to start automatically
(start= auto). Upon service creation, it initiates the service (sc start TeraCopyService).

sc create TeraCopyService binPath= “{current_working directory}\
TeraCopyService.exe” start= auto

sc start TeraCopyService



Figure 2. Code Snippet for TeraCopyService Creation.

The tCopy() function ensures the TeraCopy service is running by invoking makeTeracopyService(),
then constructs a temporary file path relative to the current working directory:

{current_working directory}\_tmpcopy.txt

It writes the content of the source file into the temporary file and echoes the TeraCopy command
for copying the file from the temporary location to the destination. Finally, it executes the
TeraCopy command using shell_exec() and waits for 5 seconds before completing.

TeraCopy.exe Copy {path_to_source} {path_to_destination} /Close

Figure 3. Code Snippet for file copy operation using TeraCopy.



Browser Process Termination

The killProcess() function terminates a specified browser process running in the background.

It receives the browser name as a parameter and uses shell_exec() to execute a command for
killing the respective browser process. If the browser is identified as Google Chrome, it executes
a command to forcibly terminate all instances of the chrome.exe process. If it's Microsoft

Edge, it similarly terminates all instances of the msedge.exe process. The global variable
$backgroundApp specifies the path to the command-line application used for executing system
commands.

taskkill /f /im chrome.exe

taskkill /f /im msedge.exe

Figure 4. Code Snippet of Browser Termination.

Ping Function

The ping() function implements a lightweight communication protocol with the C2 server. It sends
a ping request to a specified URL endpoint, which checks each server’s availability by sending

an API request that includes the URL path api/rss/?a=ping. If the response indicates success,
SYSO01 proceeds with its malicious activities; otherwise, it retries or adopts alternative strategies
to maintain persistence and evade detection. Below are the various cURL options used in C2
communication:

= CURLOPT_URL: The URL to which the ping request is sent.

= CURLOPT_RETURNTRANSFER: Set to true to return the transfer as a string instead of
outputting it directly.

= CURLOPT_MAXREDIRS: Specifies the maximum number of redirections to follow.

= CURLOPT_TIMEOUT: Sets the maximum time in seconds that the cURL functions are
allowed to take.

= CURLOPT_HTTP_VERSION: Specifies the HTTP version to use.

* CURLOPT_CUSTOMREQUEST: Sets the custom HTTP request method to “GET".

= CURLOPT_SSL_VERIFYPEER: Set to false to stop cURL from verifying the peer’s SSL certificate.
= CURLOPT_SSLVERSION: Specifies the SSL version to use.



A

Figure 5. Code Snippet for ping() function.

Fallback C2

In the event that primary C2 servers become inaccessible, SYSO1 resorts to the seederinfo()
function to acquire fresh C2 server seeds from alternative sources, such as designated Google
Sites and Telegram Bot links. This function acts as a vital fallback strategy to restore connectivity
with the command-and-control infrastructure.

Figure 6. List of URLs that containing the ‘seeds’ for constructing the backup C2 server.



Updated Exfiltration

A comparison of the data exfiltrated in older and newer versions of SYS01 reveals significant
updates:

Removed Parameters

Older parameters such as “$dataCard” and “$decryptedKey” have been discontinued. The
$dataCard parameter is used by malware to extract credit card information from an SQLite
database file, specifically from a table named credit cards.

Introduced Parameter

The new parameter “i’ represents data extracted from Browser Preferences, indicating an
enhanced focus on capturing more personalized settings and preferences in recent versions.

Figure 7. Comparison of stolen browser information lists between the new and old variants of SYSO1.



Evolution of SYSO1 Infrastructure

Tracking of Campaign Tag

As discussed in the previous report, the SYS01 malware is hosted on a repository on Cloudflare. It
uses a unique query parameter “?t=" followed by a specific tag value, which directly corresponds
to the malvertising campaign tag initially linked with the Facebook advertisement.

wbin.com
= o .

URL: https://hwblh.com/file/?t=taskbarthemes2024&ns=tc
Submission: On March 26 viamanual (March 26th 2024, 6:15:25am UTC) from |Qmam  — Scanned from NL

ASummary FHTTP 16 A Redirects irlinks 1 WBehaviour rIndicators | & Similar EIDOM [ Content EEAPI :]

Summary Screenshot =2 Full Image
fe— =

This website contacted 5 IPs in 3 countries across 5 domains to perform 16 HTTP transactions.
The main IPis 188.114.97.3, located in Amsterdam, Netherlands and belongs to -
CLOUDFLARENET, US. The main domain is hwhlh.com.

TLS certificate: Issued by GTS CA 1P5 on February 14th 2024. Valid for: 3 months.

hwblh.com scanned 4 times on urlscan.io

urlscan.io Verdict: (]

Live information

Current DNS Arecord: 188.114.97.3
Domain created: February 14th 2024, 15:00:00 (UTC) Page Title
Domain registrar: NameSilo, LLC

New_Taskbar_Themes.zipDownload Page

Figure 8. Initial redirection to URL hosted in CloudFlare.

These tags help differentiate the malware delivered in the attacks, making it easier to analyze

the impact and reach of each specific campaign. In our continuous efforts to monitor and analyze
these campaigns, our research team employs a variety of tools and methodologies to gain insights
into the scope and origins of these threats. During our recent investigations, we once again
utilized URLSCAN.io, for pivoting of the following Indicators of Compromise (loCs).

= file-zip2.png (c32fb8f98262bdb92254d976df95225094f3c03eb4f7d8f811aed9d4e8ab5199)
* logo.png (a2d5e85074dcd4e2f7ed22e91650d30865¢c917180648bcd57dad4af590ace20b)

The analysis conducted through URLSCAN.io using the aforementioned loCs has uncovered that
the related malicious campaign has been active since 2022. This discovery not only underscores
the persistence of the threat actors but also the evolving nature of the campaign.

photography-hg.com
=

URL: photography-hqg.com/alb/?t=yellowdress
Submission: On December 17 via manual {December 17th 2022, 10:09:29 am UTC) from PHZR —Scanned from NLZ

ASummary &HTTP 12 ARedirects WBehaviour 4indicators | &Similar EDOM W Content BRAPI

Figure 9. Initial redirection to URL hosted in CloudFlare.




Below is the comprehensive list of tags associated with the SYS01 campaign.

Adult Theme

Movies

Shopping

PC Games

Productivity
Application

In scenarios where no specific tag parameter is provided within the malicious URL, the redirection

xpictures-albums[.Jcom
chaesik[.]Jcom
kudaqg[.Jcom
lydownload[.Inet
xpictures[.]Jnet
photo-cam[.Jcom
Xx-photos[.]Jnet
x-albums[.]Jnet
x-album[.Jcom
x-image[.]net
photography-hqg[.Jcom

myprivatephotoalbum[.]Jtop

movies-box[.]net

movies-cine[.Jcom

globalsalestore[.Jcom

best-pc-games[.]net
gamespc[.Jtop
moinalam[.Jcom
tjhnk[.Jcom

gpteks[.Jcom

pmequebeclic[.Jcom
hwblh[.Jcom
sirokataldea[.]Jcom
oneclickactive[.Jcom

aksartindia[.Jcom

over-night-girl
lonely-girl-in-ht
Istv

Inthehotels
watertap

onenightstand

rachel

lonely-girl
the-girl-next-door
footballfan
yellowdress
fast_and_furious_10
blkpt

men_snow_boots

dragon_ball_the_breakers
contra_returns_2023
mario_kart_8_deluxe_file
mario_bros_wonder_file
party_animals_file
metal_slug_awakening_file
mortal

ride5

chicken
asphalt_9_legends_file
cyberpunkss
minecraft_2023

3dimg

awesome
taskbarthemes2024
tbthemes

soraaiv2

photoshop

v11

path defaults to a specific, consistent URL:

hxxps://c6.cembuyukhanli[.]com/files/Album_Beautiful_Girl_and_Friends_in_the_

Hostel.zip

Album: Over Night Girl

Album: Lonely Girl In Hotels

Lives WorldsCup2022 - Watch TV Apps
Album18+: Beautiful Girl In The Hotels
Photo Album18+: Water Tap - Jang Hye Eun

Photo Album18+: One Night Stand -
Hwang Young Mee

Rachel

Album: Pretty Lonely Girl

Album: The Girl Next Door

Album Football Fan - Chae Jin Kyong
Album Yellow Dress Girl - Duan Shi Ming
Fast 10 - New 2023

Black Panther 2 Wakanda Forever

Men’s Winter Fleece Waterproof Warm Non-Slip
Comfortable Shoes Snow Ankle Boots

Dragon_Ball_The_Breakers.zip
Contra_Returns_2023.zip
Metal_Slug_Awakening_2023.zip
Super_Mario_Bros_Wonder.zip
Party_Animals_2023.zip
Metal_Slug_Awakening_2023.zip
Mortal_Kombat_1_New_2023.zip
RIDE_5_The_Best_Bike_Game.zip
Chicken_Invaders_2023.zip
Asphalt_9_Legends.zip
Cyberpunk_2077.zip
Minecraft_2023.zip
3D_Al_Images.zip
Awesome_Themes
New_Taskbar_Themes.zip
Taskbar_Themes_New.zip
Sora_Al_Video.zip
Adobe_Photoshop_2023.zip

One_Click_Active_v11.0.zip



cb.cembuyukhanli.com

4 Progress Telerik Fiddler Classic
File Edit PRules Tools View Help
28 WinConfig ) %4 Replay X~ b Go * Stream i Decode Keep: All sessions = &F3 Any Process 33 Find [ Save =) @ & Browse ~ @Cle

t  Protocol Host URL Body Caching Content-Type  Process
HTTPS aksartindia.com fstatic_file/?t= 0 chrame. .,
HTTP Tunnel to o6, cembuyukhanli.com: 443 512 no-ac.. texthiml; c... chrome...
HTTP Tunnel to  c6.cembuyukhanli.com: 443 512 no-cac... texthiml;c... chrome...
HTTP Tunnel to o6, cembuyukhanli.com: 443 512 no-ac.. texthiml; c... chrome...
HTTP Tunnel to  c6.cembuyukhanli.com: 443 512 no-cac... texthiml;c... chrome...
HTTP Tunnel to  c6.cembuyukhianii.com: 443 512 no-cac.. texthiml;c... chrome...

Figure 10. Network traffic depicting the redirection to a default domain.

This particular URL has previously been identified as an Indicator of Compromise (I0C) during
the SYS01 campaign last year. This campaign was extensively documented and flagged by
cybersecurity research at Guardio. The presence of this domain in the current campaign strongly
suggests continuity, implying that the threat actors operating the recent wave are likely the same
as those behind the previous campaign.

Command and Control (C2) Server Infrastructure Analysis

To draw the line between SYS01 and Ducktail, WHOISXMLAPI undertook an loC (Indicators of
Compromise) expansion analysis to detect any overlapping patterns in the artifacts and web
properties associated with both threats. The objective was to map SYSO01's digital footprint to
ascertain whether it shared additional similarities with Ducktail beyond targeting strategies and
operational tactics. The findings were detailed in the report as follows:

= All of the domains were registered via NameSilo, LLC.
= The SYSO01 loCs also used a different privacy redaction service—Privacy Guardian.

In terms of our domains/IOCs, they are using certs issued by Google Trust Services LLC and Let’s
Encrypt, with one exception: some certs for dashong[.]Jtop and birsarke[.]Jtop were issued by
Sectigo Limited (domains were all newly registered when they were likely used in this campaign).
In one of WithSecure’s reports from 2022, the same issuer was used for certs to sign malware:

Old certificate Renewed certncate
Certificate analysis B Contere X Cotente x
[l ot | et i
The first malicious sample analyzed by WithSecure was signed
with a valid certificate issued by Sectigo. The certificate’s SHA1 is: (o Corticate indormation i CortBcate lfomatios
82a7ac122ab87ccld19224b2beBfd7bbeeBdObl. S — [ ——————

The issued certificate's validity was from 2021-08-28 to 2022-06-28

and the certificate was recently renewed. The latest malware samples

are signed with the renewed certificate. The latest certificate’s SHALis:
7e48b932a01d3076e182c7a0026 and its validity is from

2022-05-26 to 2023-07-06. R by S Pl i g CA BV R4 o by Sact Pt Cade Sapeng CA B 08

It Gl T Tt by S b T b Cling Ty Tt Tt 1 v By Do S vt

: ) ) - F——— ekt rom 326232 0 778D
All known samples signed with these certificates were malicious.
This suggests that the threat actor may have purchased the certificate
ontheir own. s .. [ e | e .

Figure 11. The same issuer (Sectigo) was observed in previous campaigns.


https://labs.guard.io/malverposting-with-over-500k-estimated-infections-facebook-ads-fuel-this-evolving-stealer-54b03d24b349

Overall, based on our domains, the threat actor relied primarily on self-signed Let’s Encrypt
certificates. Regarding the validity, they are all relatively fresh, issued this year. It remains to be
seen whether certificates for those domains will be renewed after the three-month validity period
offered by Let's Encrypt.

= The consistent use of NameSilo, LLC as the registrar and Privacy Guardian as privacy redaction
service for most domains suggests a deliberate choice by the threat actor, possibly to
streamline management and obfuscate ownership. Also, the clustering of creation and expiry
dates within a short timeframe indicates a synchronized effort in domain acquisition, likely
orchestrated for a specific campaign.

chawood.com deprusi.top
@+ Domain Information @ Domain Information
Domain: chawood.com Domain: deprusi.top
Registrar: NameSilo, LLC Registrar: NameSilo,LLC
Registered On: 2021-10-25 Registered On: 2023-01-22
Expires On: 2025-10-25 Expires On: 2026-01-22
Updated On: 2022-12-21 Updated On: 2023-01-22
Status: clientTransferProhibited Status: clientTransferProhibited
Name Servers: coen.ns.cloudflare.com Name Servers: coen.ns.cloudflare.com

savanna.ns.cloudflare.com savanna.ns.cloudflare.com

~+, Registrant Contact ~+, Registrant Contact
Organization: See PrivacyGuardian.org Organization: PrivacyGuardian.org lic
Street: 1928 E. Highland Ave. Ste F104 PMB# 255 State: AZ
City: Phoenix Country: us

Figure 12. Consistent use of the same registrar in the used domains.

= The absence of owner information for all registered domains raises red flags regarding
transparency and accountability. This opacity is a common tactic employed by malicious actors
to conceal their identities and evade detection.

= The consistent use of Cloudflare’s nameservers with ASN 13335 across all registered
domains suggests a centralized infrastructure, potentially facilitating coordinated control and
management of the malicious network.

= Overall, based on our domains, the threat actor relied primarily on self-signed Let’s Encrypt
certificates. Furthermore, the validity period of these certificates is relatively short, typically
lasting only three months. One notable observation is the freshness of these certificates —
all were issued within the current year. This suggests a pattern of regular renewal, perhaps
indicating a sustained effort by the threat actor to maintain the facade of legitimacy. It remains
to be seen whether certificates for those domains will be renewed after the three-month
validity period offered by Let's Encrypt. Moreover, our investigation did not uncover instances
of certificate reuse for different domains.




To enhance our tracking of the Command and Control (C2) infrastructure associated with
SYSO01, we expanded our investigation by further pivoting based on the following Indicators of
Compromise (loCs):

SHA256: 73e9a427585eecde84b822894d01299bcdec48c4e5cceb22b2668550409160c0

SHA256: 9e35c0599874£f26ce4b2317cc68ac979321499821d5£5d417407d4050£427e958

« > C @ https://chawood.com/ads_optimize_result/cext

console.log("Ads Helper Chrome plugin™);

@ https://deprusi.top/apifrss X =+
&« > C & https://deprusi.top/api/rss

console.log("Ads Helper Chroms plugin”);

Figure 13. Sample of the additionally identified IOCs

Utilizing these loCs enabled us to identify and document an additional 100+ C2 servers.

The earliest of these servers was first observed on December 21, 2022. This expanded data
set significantly enhances our understanding of the scope and distribution of the SYS01
infrastructure, providing critical insights into the malware’s operational capabilities and network
spread.

Included in the loCs are notable findings such as:

= The URL “chawood[.]Jcom/ads_optimize_result/cext” which was detected in the earliest version
of SYSO01, as reported by Zscaler.

= Most of the domains mentioned in the report of Guardio Labs, Yoroi and Morphisec are
included.

These details contribute to a broader understanding of the network infrastructure used by SYSO01,
indicating extensive overlap in the domains targeted by various security firms and highlighting the
interconnected nature of the threat landscape associated with this malware.


https://labs.guard.io/malverposting-with-over-500k-estimated-infections-facebook-ads-fuel-this-evolving-stealer-54b03d24b349
https://yoroi.company/en/research/ducktail-dissecting-a-complex-infection-chain-started-from-social-engineering/
https://blog.morphisec.com/sys01stealer-facebook-info-stealer

Linking Recent Rilide and SYSO1
Campaigns: Evidence of the
Same Threat Actor

In April 2023, Trustwave SpiderLabs uncovered a new strain of malware that it dubbed Rilide,
which targets Chromium-based browsers such as Google Chrome, Microsoft Edge, Brave, and
Opera. Rilide malware is disguised as a legitimate browser extension and enables threat actors to
carry out a broad spectrum of malicious activities, including monitoring browsing history, taking
screenshots, and injecting malicious scripts to withdraw funds from various cryptocurrency
exchanges. This year, Bitdefender Labs have spotted an updated version of the Rilide Stealer (V4)
in various sponsored ad campaigns impersonating Al-based software or photo editors including
Sora, CapCut, Gemini Al, Photo Effects Pro and CapCut Pro.

Similar to the SYS01 campaign, Rilide Stealer was also delivered through fraudulent advertisement
in Facebook.

hxxps://dl.dropboxusercontent.com/scl/fi/1mc42qxq9xwrkglpnut30/SoraVideo-AI-
Install.rar?rlkey=gvniicbxyhpidnkhsbhzhefdf&dl=0

New Video-Al
Sponsored e

(Open.Al) Introduction Sora is an Al model that creates videos from
text!

After 2 days of launch, SoraAl has reached 1 million downloads,
with Sora's popularity this number is increasing rapidly.

Sora Al was launched on February 16, 2024. Considered a
breakthrough in the field of "text-to-video’, allowing users to create
high-guality videos using only verbal descriptions .

Free download at:

hitps://dl.dropboxusercontent.com/scl/fi/ 1mc42qxq9xwrkglpnut30/S
Aknstall.rar?rlkey=gvniicbxyhpidnkhsbhzhefdfadi=0

Enter Installation Password: 1234

Here are some highlights of Sora Al:

Create videos from text: Sora Al can create videos based on your
descriptive prompts. For example, you can describe a scene from a
movie, a real-life event, or a creative idea, and Sora Al will turn it into
3 video.

High video quality: Videos created by Sora Al have high resolution,
smooth and logical movements, and can be up to one minute in
length.

Flexibility: Sora Al can create videos of many different genres, from
promotional videos, product intreduction videos, educational videos,
to entertainment videos.

Scalability: Sora Al can expand existing videos forward or backward
intime, making it easier to create longer videos.

Create videos from still images: Sora Al can create videos from still
images, helping you preserve beautiful moments vividly.

TEXTTO

Figure 14. Fraud Advertisement used to distribute Rilide Stealer (V4).


https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/new-rilide-stealer-version-targets-banking-data-and-works-around-google-chrome-manifest-v3/
https://www.bitdefender.com/blog/labs/ai-meets-next-gen-info-stealers-in-social-media-malvertising-campaigns/

The zip file associated with the Rilide Stealer V4 campaign contains configuration files resembling

those found in the SYS01 campaign.

MNam

B Lenguages

3/5/20243:31 PM
PM

Type

Ted Document

Figure 15. Comparison of ZIP file contents between the Rilide and SYS01 campaigns.

There are a few noticeable differences between the contents of the two zip files:

1 In Rilide Stealer campaign, there is a MSl installer (T1218.007) which will install a malicious
browser extension (T1176) named “nmmhkkegccagdldgiimedpic” that steals credentials,
tokens, and cookies from Facebook accounts. Also, the rest of the files in the zip file will not be

utilized in this campaign.
Name Date madified

B nmmhickegecagdidgiimedpic
B install.cmd

ualC.DIl
m.Deployment.dil

namicData.Design.dll

Date modified

E;i background.js
B contentjs
=

. manifes
B rupst

Figure 16. Malicious browser extension installed by Rilide malware.

2 In Sys01 Stealer campaign, the zip file contains an additional password-protected zip file along
with a benign application intended for DLL sideloading operation. Both files are missing from
the Rilide Stealer campaign, which is why the malicious DLL “MahApps.Metro.dll” was not

executed.



Upon hash comparison, it becomes evident that all files within both zip files share identical hash
values, except for the malicious DLL “MahApps.Metro.dll”. This discrepancy is expected, as each

DLL contains a unique configuration.

Filename

Setup.msi

Created Time
4/17/2024 10:00:34 PM

SHA1
a0fa31c0067d99 1c966d3a94 106 2 128 15dfde 29

CpenAl APICodePack, Shell. dil

4/17/2024 10:00:34 PM

7fad0cas87acs2067d7a79c01132688336071082] |

Z| Microsoft. WindowsAPICodePack.Shelldil

3/5/2024 12:48:43 AM

7fad0cat87ac82067d7a79c01152688336b 71082

=] wdMode.exe
|| Mahapps. Metro.dll

;ﬁ [v2.0] Sora_AI_Video.exe

3/5/2024 12:43:43 AM

%) ControlzEx.dll 4/17/2024 10:00:34 FM 9c4a669a3054bf0e27d5b 37391936017 ecdb
|%)| ControlzEx.dll 3/5/2024 12:48:43 AM 9c4a669a30a4bfle 27d5b373919c3f6017cBecdb
|| MahStable 3/5/2024 12:48:43 AM 1d29908aa27c5525152f39b29040bb468bffadas
|%)| YLLibs.dll 4/17/2024 10:00:34 PM fSce183eas50cB6baael34aed 1ce 11c0ad 15fech
|%| YLLibs.dl 3/5/2024 12:48:43 AM fSce183eas50c86baaen34aed 1ce 11c0ad 15fecf
|%| MahApps, Metro.dll 4/17/2024 10:00:34 PM 0ebed093cafef2f2aa8 7406622119050 12022
=] Wpf.exe 417/2024 10:00:34 PM ceel78da1fb05fa9af7a3547093122893bd 1ebgs

3/5/2024 12:48:43 AM
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170dade6fa 1846efed29ede 1145270 24434fa6d6

cee178da1fb05f99af7a3547093122893bd 1eb4s
£9223df7c8fag154eb11810fh3e794b58520e301

%) OpenAl CodePack.dll

2| Microsoft, WindowsAPICodePack.dll

4172024 10:00:34 FM
3/5/2024 12:48:43 AM

5325579a4d360fc09c359c2ecT7f2bl 3227292598
5325579a4d360fc09c359c2ec7f?bl 3527295598

|| Zonelist 4/17/2024 10:00:34 FPM 55374978 5cda3d 7a226 16320 3d 1ebchtcohda
|| Zonelist 3/5/2024 12:48:43 AM 55374978 5cdaid 7a226 163203d 1ebctdcahds
% Hardeodet,Wnf, TaskharNotification, dl 3/5/2024 12:43:43 AM 24

|%| System. OpenAL Interactivity. dil
| System. Windows, Interactivity. di

4/17/2024 10:00:34 PM
3/5/2024 12:48:43 AM

70dch9c81d5c8351d19d3a3fbc 553008 5casfaft|
F0dch9cd1d5c8351d19d3a3fhe 553008 5casfaff

Figure 17. Hash comparison of files used by the SYS01 and Rilide campaigns.

During our investigation of samples from a recent malware campaign, it was determined that these
samples were signed with a legitimate digital certificate issued by Suining YiLong Software Store,
bearing the serial number: 009156B49DDBB3FD2C236A36B2ECCO0D819.

Suining YiLong Software Store is known for issuing certificates for YL Computing’s system tools
and theming software. In this instance, the malware used one of YL Computing’s legitimately
signed software, imDesktop (170dad66f81846efed99ede114527024434fa6d6), to perform DLL
sideloading. This method exploits the trust granted by the valid certificate to bypass security
protocols and execute unauthorized code.

Additionally, it’s noteworthy that certain files have different filenames despite sharing similar
hashes. For example, “Microsoft.WindowsAPICodePack.Shell.dll” was renamed to “OpenAl.
APICodePack.Shell.dll” in the Rilide campaign, aligning with the lure theme employed by the

Threat Actor.



| OpenAL APICodePack.Shell.dll Properties [3a | Certificate ==

‘ General I Digttal Signatures | Securityl Details | Previous Versionsl General | Details I Certification Path

Property Value
Description g Certificate Information
File description  Microscft. WindowsAPICodePack . Shell This certificate is intended for the following purpose(s):
Type Application exiension » Ensures software came from software publisher
File version 1.1.00 » Protects software from alteration after publication

Product name  Microsoft Windows API Code Pack for ...
Product version  1.1.0.0

Copyright Copyright © Microsoft 2010

Size 552 KB *Refer to the certification authority's statement for details,
Date modified ~ 2/12/2024 11:07 AM
Language Language Neutral Issued to: Suining Yilong Software Store

Criginal fllenamel Microsoft. Windows AP ICodePack . Shell dil I

Issued by: Sectigo Public Code Signing CAR36

Valid from 10/ 13/ 2022 to 10/ 13/ 2023

Install Cerhﬁcate...] [ Issuer Statement ]
Remove Properties and Personal Information Learn more about certificstes

Figure 18. Properties of the file “Microsoft.WindowsAPICodePack.Shell.dll".

It is also confirmed that “MahApps.Metro.dll” in Rilide campaign is a modified version of legitimate
DLL and was obfuscated using as SmartAssembly, similar to the SYS01 campaign.

Add (\u0ees\uee19\ueaes, \uea11\udees);

Figure 19. A DLL file obfuscated with SmartAssembly was found in the Rilide campaign.

The zip file includes an encrypted manifest resource {89934034-ae5b-4842-9082-
9261de8046bd}, which, when decoded, unveils a configuration similar to that of the SYSO01
campaign. This includes various items such as the name of password-protected archive, renamed
7z executable, name of PowerShell scripts located in “lang” directory, and the PowerShell
command used to retrieve the VideoController information of the victim. This suggests that
despite certain components being unavailable, the Threat Actor is already preparing for the
deployment of the SYSO1 campaign during the distribution of Rilide Stealer V4.
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Figure 20. Overlaps of configurations found in the encrypted resource.
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Conclusion

The SYSO01 malware campaign represents a sophisticated threat in cybersecurity. The latest
version of this malware shows how threat actors continually refine their tactics and enhance
their malware to evade detections. The progression from earlier versions to the most recent
one highlights substantial improvements. In the ever-changing field of cybersecurity, such
advancements are expected. Additionally, its possible association with Rilide shows that while
some elements can be reused, the payload may vary, demonstrating the flexibility of these
threats.

This flexibility highlights the need for cybersecurity professionals to stay ahead of the curve. As
cyber threats become increasingly sophisticated, addressing them requires a proactive and multi-
faceted approach. Staying updated on possible risks, observing emerging threats, leveraging
advanced threat intelligence, and strengthening security measures are crucial steps in effectively
countering such threats. The challenge lies not only in understanding the current threat landscape
but also in anticipating and mitigating future threats effectively.



